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k O0s13aTenbHOM HHpOPMALINH
IUJTS pa3MEIICHUsS Ha CanuTe
MBAOY MO r. Kpacuonap

«Jlerckuii cax Ne 206y

WUHO®OPMALIMOHHAS TAMSATKA
JUISI OBYYAIOIIUXCS 1JIS1 PASMEIIEHUS
HA OOUIAATBHBIX MTHTEPHET-PECYPCAX

C KkaxaplM TOJAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJbIIE, a
IIKOJIbHUKM OJHW W3 CaMbIX AaKTHMBHBIX NoOJb30BatTenerd Pynera. Mexny tew,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BOBMOXKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. ITa
naMsITKa J10JKHA TOMOYb Tebe 0e30MmacHO HaXOIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmnbloTepHbIid BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX MPOrPaMM,
OTJIMYUTEIHHOU OCOOEHHOCTHIO KOTOPOM SIBIISAETCS CIOCOOHOCTH K PA3MHOKEHHUIO.
B nomnonneHnue x 3TOMy, BUPYChl MOTYT TOBPEIUTH WU MOTHOCTHIO YHUUTOXHUTh
Bce (pailyibl U JaHHBIC, TTOJJKOHTPOJBHBIE TIOJIH30BATEN0, OT UMEHH KOTOPOTO ObLiIa
3amylieHa 3apakeHHas MporpaMma, a TakKe MOBPEAUTh WM JaKe YHUYTOXUTh
OTIEPaIMOHHYIO0 CUCTEMY CO BceMu (hailiaMu B 11€JIOM. B OOJIBIIMHCTBE Clly4yacB
pacIpOCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 321U THI OT BPEAOHOCHBIX POTPaMM:

1. icnionb3yii COBpEMEHHbBIE OTIEPAIITUOHHBIE CUCTEMBI, HMEIOIINE CEPbE3HbII
YPOBEHB 3aIIUThI OT BPEJOHOCHBIX MTPOTPAMM;

2. TloctrossHHO ycTaHaBnWBail mauyTH (IUQPPOBBIE 3aIUIaTKH, KOTOPBIC
ABTOMATHUYECKM YCTAaHABJIMBAIOTCS C IIEJIbI0 JOPabOTKH MPOTPaMMBI) M JIpyrue
OOHOBJICHUS CBOEH onepanmoHHOM cucTemMbl. CKaunBai X TOJIBKO ¢ O(PUITUATBEHOTO
caiita papadoranka OC. Ecnu cymecTByeT pexkuM aBTOMaTHIECKOTO OOHOBJICHHS,
BKJIFOYH €T0;

3. Paboraii Ha CcBOEM KOMIIBIOTEpE TOJ TpaBaMH TMOJb30BaTeNs, a He
aMUHUCTpAaTopa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpPaMM
MHCTAJJTUPOBATHCS] HA TBOEM NIEPCOHATLHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHbIE NPOTpaMMHbIE MPOAYKTHI HM3BECTHBIX
IPOU3BOIUTENIEH, C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuub pU3NUECKUi JOCTYI K KOMIBIOTEPY JJIsl IOCTOPOHHUX JIUII;

6. cnonp3yii BHEIIHME HOCUTENU MH(MOpMAIUK, Takhe Kak (iemika, JUCK
uu (aiisl U3 MTHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;



7. He oTKpbIBaii KOMIIBIOTEPHBbIE (Daiiiibl, MOJYYEHHbIE M3 HEHAJECKHBIX
UCTOYHUKOB. Jlaxke Te aitiibl, KOTOpbIC IPUCIIA TBOM 3HAKOMBIN. JIyulie yTouHu y
HET0, OTIPABJISUT JIU OH TeOE UX.

Cerun WI-FI

Wi-Fi - 3T0 He BHJI ITepe/1auu JaHHbIX, HE TEXHOJIOTHS, a BCETO JIUIIBb OPEHI,
Mapka. Emie B 1991 rony HuaepiaHjckas KOMIAaHUS 3aperucTpupoBaia OpeH.
"WECA", u4ro o6o3Hayasio cioBocoueranue "WirelessFidelity", xoTopsrit
MEePEBOAMUTCS Kak "OecnpoBOAHAs TOUHOCTB .

Jlo Haiero BpeMeHH JoluIa Ipyras ab0peBuaTypa, KOTopas sIBISETCS TaKOH
xKe TexHojoruer. D1o abOpeBmatypa "Wi-Fi". Takoe Ha3BaHHMe OBbUIO JaHO C
HaMEKOM Ha CTaHIapT BhICIIEH 3ByKoBoM TexHUKU Hi-Fi, uTo B mepeBoae o3HavaeT
"BBICOKAsi TOYHOCTD".

Jla, O6ecruiaTHBIM MHTEPHET-I0CTYI B Kade, OTENAX U adpomnopTax SIBISICTCS
OTJINYHOW BO3MOKHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTME 3KCIIEPTHI CUUTAIOT, YTO
obmenoctynubie Wi-Fi cetu He sIBISIOTCS O€30MTaCHBIMU.

CoBeTbI 10 6€30MaCHOCTH PadoTHI B 00me0cTYnHbIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro muHyto nHpopmanuio yepes odmenoctymnubie Wi-Fi
cetu. PaboTas B HUX, KelaTeIbHO HE BBOJAUTH MAPOJIM IOCTYNA, JIOTUHBI U KAKUE-TO
HOMEpA;

2. Ucnionb3yil 1 OOHOBIIANM aHTUBUPYCHBIE MTpOrpaMMbl U Opanamayep. Tem
CaMBbIM Thl 00€30MacHIIb ce0sl OT 3aKaYKHU BUPyCa HA TBOE YCTPOMCTRBO;

3. IIpu ucnonwszoBanuu Wi-Fi otkiroun ¢pyukmuro "OO0muit qoctyn K daitiam
u npuntepam”. JlanHas (QyHKIUS 3aKphITa MO yMOJTYAHWIO, OJHAKO HEKOTOPHIC
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIONb30BaHus B paboTe win yuede;

4. He wucnons3yit nyomuunbii WI-FI nnga nepegaum nuYHBIX JaHHBIX,
HaIlpuMep ISl BBIX0/1a B COLIMAIIBHBIE CETH WM B JIEKTPOHHYIO MTOUTY;

5. Ucnonw3y#t Tonbko 3ammuineHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBoau nMeHHO "https://";

6. B moounsHOM Tenedone otkmoun Gyukmuio "Tlogkmodenne k Wi-Fi
apTomathuecku'". He nomyckaid aBTOMaTHYECKOrO0 MOAKIIOYEHUS YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTu

CounayibHbIe CETH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTalOT
U )KUBYT TaM MOCTOSIHHO, a B Facebook y»xke 3apeructpupoBan MUJIHAP/] YEITOBEK,
YTO SIBJIAETCS OJHOW CEBbMOM BCEX KUTENEH IMiaHeThl. MHOTME MOoJIb30BaTeNld HE
MOHUMAIOT, YTO WHGOpMAIHs, pa3MENIeHHass MU B COITMATBHBIX CETAX, MOXKET
ObITh HalilecHa W WCIOJIb30BaHA KEM YrOJHO, B TOM YHCJE HE 0053aTeNIbHO C
0JIaruMy HaMEpPEHUSIMHU.

OcHOBHBIE COBETHI 110 0€30MTACHOCTH B COLHAJIBLHBIX CETHAX:

1. Orpannyb cnucok apy3en. Y 1e0st B IpYy3bsiX HE TOJKHO OBITh CITy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amumai CBOK YacTHYIO XU3Hb. He ykaspiBall mapoiu, TenedoHsl,
aapeca, JaTy TBOETO POXICHUS W JIPYyTYIO JIMYHYH0  HHQOpMAIHIO.
310yMBIITUIECHHUKA MOTYT HUCIIOJIB30BaTh Jaxe HHMOPMAIIHIO O TOM, KaK Thl U TBOU
POAUTENN TUIAHUPYETE MPOBECTH KAHUKYJIbL;



3. Bammiai CBOIO penmyTaluio - IEp>KU €€ B YICTOTE U 3a7aBail cede BOmpoc:
XO0TeJ OBI ThI, YTOOBI APYTHE MOIB30BATENN BUIETH, YTO ThI 3arpy>kaenisb? [logymait,
MpeXxIe YeM YTO-TO OMyOJUKOBATh, HAMKUCATh U 3arPy3UTh;

4. Ecny Thl TOBOPULIB C JIKOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOIb3YH CBOE
peanbHOE UMSI U IPYTYIO JIMYHYIO MH(OpPMALUU: UMS, MECTO KHUTEJIbCTBA, MECTO
y4eObl ¥ IIpoyYee;

5. N3berait pazmemenus ororpaduii B IHTEpHETE, T/I€ THI N300paKEH HA
MECTHOCTH, 10 KOTOPOH MOXKHO OMPEAEIUTh TBOE MECTOIOIOKEHUE;

6. Ilpu perucrpaniu B COIHAJIBHOW CETH HEOOXOAMMO HCIOIb30BAThH
CIIOXHBIE TIAPOJTH, COCTOSIINE U3 OYKB U UG U ¢ KOJIWYECTBOM 3HAKOB HE MeHee 8;

7. Jns comuanbHOW CETH, TOYTHl W JPYTrUX CaWTOB HEO0OXOAMMO
UCIIOJIB30BaTh pa3Hble mapoyu. Toraa ecnu Tedsi B31OMAIOT, TO 3I0YMBIIUIEHHUKH
MoJy4ar JOCTYM TOJBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

DJIeKTPOHHBbIE JeHbIH

DNEeKTPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBIA CMOCOO TIaTexel, OJHAKO
CYIIECTBYIOT MOILIEHHUKU, KOTOPBIE XOTAT MOJIYYUTh 3TH JICHBTU.

DNEeKTPOHHBIC IEHbIU MOSIBUIIUCH COBCEM HEJIABHO U UMEHHO H3-3a 3TOTO BO
MHOTMX TFOCyJapcTBax 0 CUX IOp HE MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu ke onr QyHKIIMOHUPYIOT U O HUX YKE MPOMKUCAHO B 3aKOHE, TJI€ X
pa3esitoT Ha HECKOJIbKO BUJIOB - aHOHMMHBIC U HE aHOHUMHBIE. PazHuIa B TOM,
YTO AHOHUMHBIE - JTO T€, B KOTOPHIX pa3pelmiaeTcs MPOBOAUTH omepamuu 0e3
UACHTU(UKALIMY TOJIb30BaTelIs, & B HE aHOHUMHBIX UJICHTU(DUKAIUS TTOJIb30BATEINS
ABJISIETCS 00S3aTEIbHOM.

Taxke criemyeT pa3nuyaTh OJJIEKTPOHHBIE (QUaTHbIE JCHBIM (PaBHBI
roCyJIapCTBEHHBIM BaJIFOTaM) U DJIEKTPOHHBbIE He(UATHBIC JCHBIM (HE pPaBHBI
roCyJIapCTBEHHBIM BaJllOTaMm).

OcHoBHbIE COBETHI 110 0e30nacHO padoTe € JJIEKTPOHHBIMU IeHbI AMMU:

1. ITpuBsixu K cueTy MOOUIIbHBIN TesleoH. ITO camblid yA00HBIM U OBICTPBIA
Croco0 BOCCTAHOBUTH JOCTYI K cuery. [IpuBsi3aHHBIN TenepOH MOMOXKET, €Cliu
3a0yJelb CBOM IUIATEXKHBIM Mapoib WIM 3aiifielllb Ha CalT ¢ HE3HAKOMOIO
YCTPOWCTBA,;

2. Wcnone3yii onHopa3oBble maposu. [locie mepexojga Ha YCUIICHHYIO
aBTOpHM3aLMI0 TeOe yxe He OyneT yrpokaTh OMAacHOCTh KPaKu WIIM TepexBara
IJIATEKHOTO MapOJIs;

3. Boibepu cnoxubiii napoib. [IpectynHukam Oyner HE MpPOCTO yraaarb
CJIOKHBIN apoiib. Hane)xHble maposu - 3To Mapojiu, KOTOPBIE COAEpKaT He MeHee 8
3HAKOB M BKJIIOYAIOT B Ce0sl CTPOUYHBIE U MPONUCHBIE OYKBbI, HU(PPHI U HECKOJIBKO
CUMBOJIOB, TakuMe Kak 3HaK Joiuiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK W T.IL
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC JTAaHHBIC HA CaliTaX, KOTOPBHIM HE JIOBEPSICIIIb.

DJIeKTPOHHAS MOYTA

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTH 1O
MEPECHUIKE U MOJYUYEHHUIO 3JIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE PACIPEEIISIIOTCS B
KOMITbIOTEpHOU ceTh. OOBIYHO DJICKTPOHHBIM TMOYTOBBIA SITUK  BBITJISIUT
clenyomuM o0pa3oM: UMsL_T0JIb30BaTEN(@UMs_AOMEHa. Takke KpoMe rnepeaavn



MIPOCTOI0 TEKCTA, UMEETCS BO3MOXXHOCTD NIEPEAABATH (DAJIBL.

OcHoBHbIE COBETHI 110 0€30MacHOi padoTe ¢ IIeKTPOHHOI NMOYTOI:

1. Hamo BbIOpaTh NpaBUJIBHBIM MOYTOBBIA cepBHC. B HMHTEpHETE €CTh
OTPOMHBIN BBIOOp OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIlIEe JOBEPATH TEM,
KOT'0 3Haellb U KTO IIEPBBIN B PEUTUHTE;

2. He yka3piBaii B ITMYHOM MMOYTE JIMUHYIO WHpopManuoo. Hampumep, mydie
BBIOpaTh "My3bIKabHBINA (paHaT@" niau "pok2013" BmecTo "temal3";

3. HUcnonp3yli NBYX3TallHYI0 aBTOPU3AIMIO. JTO KOTJa MOMHMO TMapoiisi
HY>KHO BBOJUTH KO/JI, TpUChUIaeMbIil o SMS;

4. BoiOepu ClIOXKHBIN Mapotib. st KaXK10Tro MOYTOBOIO SIIIMKA T0KEH OBbITh
CBOM HAJEXKHBIW, YCTOWYHUBBIN K B3JIOMY apoJib;

5. Ecnu ecTh BO3MOXKHOCTH Hamucarb CaMOMYy CBOW JIMYHBIM BOIIPOC,
WCTOJIB3YH 3TY BO3MOKHOCTB;

6. Hcrmonb3yil HECKOJBKO TOYTOBBIX SIMUKOB. [lepBbIii aiis 4YacTHOM
NEPEeNUCKU C aJipecaTaMu, KOTOPbIM Thl JOBEpSCIIb. DTO 3JEKTPOHHBINA aJIpec He
HAJ0 UCIIOJIb30BaTh MPU PETUCTPALlUU Ha (PopyMax U calTax;

7. He oTkpswiBail ¢aitibl U Apyrue BIOKEHHUS B MUChbMax, JaKe €CIM OHU
MPUILUIA OT TBOUX Jpy3eil. Jlyulie yToYHM y HUX, OTIPABIISIN JIU OHU Te€OE 3TU
daiimr,

8. Ilocne okoHuaHus paOOThl Ha TOYTOBOM CEpPBUCE MEPENd 3aKPbITUEM
BKJIQJIKW C CAUTOM He 3a0y1b HakaTh Ha "BeiiTu".

Kn6epOysIMHT WM BUPTYAJbHOE U3/1€BATEJIbCTBO

KubepOymnuHr -  mpeciegoBaHUE  COOONIICHUSAMH,  COJEPKalUMHU
OocKOpOIeHUs, arpeccuio, 3alyTUBaHUE; XYJIMTaHCTBO; COLIMAIbHOE
OOWKOTHPOBAHUE C TOMOILBIO PA3JIMYHBIX UHTEPHET-CEPBHUCOB.

OcHoBHbBIE COBETHI M0 00pPbOe ¢ KHOEPOYIJIMHIOM:

1. He 6pocaiics B 60i1. JIyumuii cnoco0: MOCOBETOBAThCS Kak ce0sl BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHadalle yCHOKOUTHCS. Eciau Tbl
HaYHEIIb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJIEHHUS, TO TOJBKO €Iie OoJIbIle
Pa30AOKeIb KOH(IIHUKT;

2. YrpaBisii cBoel KnbeppenyTaiuei;

3. AHOHMMHOCTh B ceTu MHUMas. CylecTBYIOT CIOCOOBI BBISICHUTbH, KTO
CTOMT 32 AaHOHHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJHraHCKHi oOpa3 BUPTyalibHOW >ku3HU. MHTEpHeT
(¢ukcupyeT Bce TBOM JEHUCTBHUS M COXpAHSET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPYIHUTENBHO;

5. ColOuroait CBOIO BUPTYaIbHYIO YE€CTh CMOJIOY;

6. Urnopupyit enunuunblii HeraTuB. OJHOpPA30BBIE OCKOPOHUTEIHHBIC
COOOIIIEHNS JTydIlle UTHOPUPOBaTh. OOBIYHO arpeccust MpeKpalaeTcs Ha Ha4albHOM
CTaJluu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKHPOBKHM OTIIPABKH COOOIIECHUH C
OINpEEICHHBIX aJPECOB;

8. Ecnu 1o cBUzieTens KUOEpOymuHTa. TBOM JAEHCTBUS: BBICTYIIUTD POTUB
npeciiefoBaTens, MokKa3arb €My, YTO €ro JIeWCTBHS OLEHUBAIOTCS HETaTHBHO,



MOJAEPKATh KEPTBY, KOTOPOM HY>KHA ICUXOJOTHYECKass MOMOIlb, COOOIIUTH
B3pOCIBIM O ()aKT€ arpecCUBHOrO MOBEICHUS B CETH.
MooOuibHbIN TeJ1e(pOH

CoBpeMeHHbIe cMapTQOHBI U MIAHIIETH COACPKAT B ce0e BIIOJTHE B3POCIIBII
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYpUpPOBAaTh CO CTallMOHAPHBIMU
KoMIibroTepamMu. OHAKO, CPEJICTB 3alTUTHI ISl TTOJOOHBIX YCTPOUCTB MTOKA OYCHb
Majo. TecTupoBaHUE U MTOUCK YA3BUMOCTEN B HUX TPOUCXOIUT HE TAK UHTEHCUBHO,
kak 1151 [1K, 1o ke camoe kacaeTcst U MOOUJIbHBIX TTPUIIOKESHUM.

CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl yXKe MPaKTUYECKU JIOTHAIU
HACTOJIbHBIE aHAJIOTH, OJIHAKO pacliupeHre (yHKIMOHATa BIeYeT 3a CcoOoM
OOJIBIITYIO CIIOKHOCTh U MEHBIIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJIUTENM BBIMYCKAIOT OOHOBIICHHWS, 3aKPBIBAIOIINE
KPUTHUYECKUE YSA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHoBHbIE COBETHI /IJIsl 0€30MACHOCTH MOOWIBHOIO Tesie(hoHa:

Huuero He sBisieTCs MO-HACTOAIIEMY O€CIUIATHBIM. byab OCTOpOXEH, Belb
Kora Tede mpeaiaratoT OeCIIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO
IJIATHBIE YCIIYTH;

Hywmaii, npexnae yem otnpaBuTbh SMS, ¢hoTo miu Buseo. Thl TOYHO 3HAEUID,
r7ie OHU OyJyT B KOHEYHOM UTOTre?

Heo6xo1umMo 0GHOBIIATH ONEPAIMOHHYI0 CUCTEMY TBOETO cCMapT(dOHa;

Hcrionp3yilt aHTUBUPYCHBIE TIPOTPAMMBI JJISI MOOMITBHBIX TEJIE(POHOB;

He 3arpyxail npuiioxeHuss OT HEM3BECTHOTO MCTOYHMKA, BEJb OHU MOTYT
coJiepKaTh BPELOHOCHOE MTPOrPaMMHOE 00ECIICUEHUE;

[Tocne Toro kak Thl BHIHEIIB C CaliTa, TJI€ BBOJAWI JIMYHYIO HH(OPMAIIHIO,
3aiiin B HacTpoiiku Opay3epa u yaanu cookies;

[leproauyecku npoBepsiil, KaKKE TIATHBIE YCIYTH AKTUBUPOBAHbBI HA TBOEM
HOMeEpE;

JlaBaii cBOIl HOMEpP MOOWJIBHOTO TeJe(POHA TOJIBKO JIIOASM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpsCIlb;

Bluetooth moimkeH OBITH BBIKJIFOYEH, KOTJIa ThI MM HE ToJib3yemnibcs. He
3a0bIBail MHOT1a TPOBEPSTH ITO.

Online urpoi

CoBpeMeHHbIE  OHJIAWH-UTPBI - OSTO KpacoudHbIe, 3aXBaThIBAIOIIUE
pasBiieueHus, OOBEAUHSIONINE COTHH THICSY YEJIOBEK MO Bcemy Mmupy. Wrpoku
UCCJIENYIOT JaHHBIA UM MHp, OOIIAIOTCS IPYr C JPYroM, BBIMOJHSIOT 3ajaHus,
CPaKaIOTCSI C MOHCTPAMH M TOJIyYalOT ONBIT. 3a YJOBOJBCTBUE OHM ILIATAT:
MOKYMNAIOT JUCK, OTNIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAaKUE-TO OIIIUH.

Bce a1 cpenicTBa uAyT Ha MOJIEP)KAaHUE U Pa3BUTHE UTPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3AIUH, BBIITYCKAIOTCS HOBBIC
naT4yu (LUQPpPOBbIE 3aIJIATKU ISl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT omacaTthCcs HE CTOJIBKO CBOUX COTIEPHHUKOB,
CKOJIbKO Kpa)Xi TBOEr0 MapoJid, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3ALUU
OOJBIIMHCTBA UTD.

OcHoBHbBIE COBETHI N0 0€30MACHOCTH TBOET0 UTPOBOI0 AKKAYHTA:

1. Ecnu npyroi#t Urpok BeieT ceOsl MII0X0 WK Co3AaeT TeOe HEMPUITHOCTH,



3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxany¥icst aiMUHUCTPATOPaM UIPbl Ha TI0X0E IMOBEJEHHUE ITOI0 UTPOKa,
KEJATEebHO MPUIIOKUTh KAaKHE-TO J10KAa3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3pIBaii muunyto nH(pOpMaIuio B mpodaiiie urpsi;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouimaabHble MaTYu U MOJBL;

6. Ucnonb3yit ClioKHBIE U pa3HbIE TAPOIIH;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oka Thl urpaeun,
TBOM KOMIIBIOTEP MOTYT 3apA3UTh.

OUIIMHT MM KPaKa JJNYHBIX JaHHBIX

OOBIYHOM Kpakel JeHEr U JOKYMEHTOB CETrOJIHS YK€ HUKOTO HE YAUBHILb,
HO C pa3BUTUEM HUHTEPHET-TEXHOJOTUH 3J0YMBILIUIEHHUKH MNEPEMECTUINCh B
WHTEPHET, U MPOJIOJHKAIOT 3aHUMATHCA " TIOOUMBIM" J1E€TIOM.

Tak mosiBUiIaCh HOBas yrpo3a: HWHTEPHET-MOIIEHHUYECTBA WM (DUILKHT,
rJIaBHas LEeJb KOTOPOrO COCTOMT B MOJYyYEHUHU KOHQUIACHIMATBHBIX JaHHBIX
M0JIb30BaTEJICH - JIOTHHOB M apoJieli. Ha anrmiickoM si3bike phishing untaeTcs kak
¢bumuHr (ot fishing - peiOHast 10BJIA, password - Tapoib).

OcHoBHbIE COBETHI 110 00pble ¢ PUIIMHIOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Thl mojo3peBaellib, YTO TBOSI aHKETa
ObL1a B3JI0MaHa, TO HE0OXO0AUMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM
pecypca 06 3TOM Kak MO>KHO CKOpEe;

2. Ucnonb3yit 6e3omacHble BEO-CaiiThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM,;

3. HUcnonw3yil cloXHbIE W pa3Hble Mapoiu. Takum oOpazoM, eciu Teos
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJy4YaT JOCTYI TOJBKO K OJHOMY TBOEMY
poUITI0 B CETH, a HE KO BCEM;

4. Ecnu Tebs B3oOManM, TO HEOOXOIMMO MpPEAYNPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE 100aBJIeHbl y T€O B JIpy3bAX, O TOM, UYTO T€Os B3JIOMAJIU U,
BO3MO’KHO, OT TBOETO UMEHH Oy/I€T pacchliaThbCsl ClIaM U CChUIKM Ha (PUILMHIOBbIE
CaMTBhI;

5. Ycranosu Hanexubri naposb (PIN) Ha MOOUITBHBIHN TeltedoH;

6. OTkiI04YM coxpaHeHue naposist B Opaysepe;

7. He oTkpeiBail ¢aiiiabl U Apyrve BIOXKEHUS B MUCbMaX, JaXKe €CIU OHH
OPULUIA OT TBOMX Jpy3eil. Jlydile yTo4HM y HMX, OTIPaBJsUIM JIU OHU TeOe 3TU
dbaitibl.

udposasi pemyrauust

[Tu¢posast penyranus - 3T0 HEraTUBHAs UM NO3UTUBHAs MH(OpMaLUs B CETH
o Tebe. Komnpomerupyromas nH@opMaiiusi, pasMelieHHas B UHTEPHETE, MOMKET
Cepbe3HBIM O00pa30M OTpa3sUTbC Ha TBOEH peanbHON ku3HU. "Lludposas
penyTtamus" - 3T0 TBOW UMUK, KOTOPbIN (popMUpyeTcsl U3 UHPOopMaluK O TeOe B
UHTEPHETE.

TBoe MecTo KHUTENbCTBA, Yy4deObl, TBOE (DPMHAHCOBOE IIOJIOXKEHHUE,
0COOEHHOCTH XapaKkTepa U paccKasbl O OJIM3KUX - BCE 3TO HAKAIIUBAETCS B CETH.

MHorue NnoApOCTKH JIETKOMBICIEHHO OTHOCSTCS K IMyOJUKaluu JIMYHON
uHpopmanuu B HTepHETE, HE TOHUMAasi BO3MOXKHBIX MOCIENCTBUNA. Thl 1ake He



CMOXKeEIIb J0TaJaThCs O TOM, 4TO (poTorpadusi, pa3MeiieHHas 5 JIeT Ha3aj, cTajia
IPUYMHON OTKa3a MPUHATH T€0s Ha padoTy.

KommeHTapuu, pa3Memienue TBoux ¢oTtorpaduili U apyrue AEHCTBUS
MOTYT HE MCUE3HYTb JIaKe MOCJE TOro, Kak Thl X ylaaullb. Thl HE 3HAEUIb, KTO
cCoXpaHui 3Ty HHGPOpPMAlLMIO, TOMNaja JId OHAa B IIOMCKOBBIE CHUCTEMbI U
COXpaHWJIach JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOE OKPY’KAIOIIME JIIOIH,
KOTOpbIE HAUAYT U yBUIAT 3T0. Halitu nuH@OpMaIiio MHOTO JIET CITYCTSI CMOXKET
1000 - Kak U3 10OpbIX NOOYXKIEHUM, TAK U C HAMEPEHUEM PUYUHUTD Bpel. ITO
MOKET OBITh KTO YTOIHO.

OcHoBHbBIE COBETHI 110 3a1uTe HUPPOBOH penyTaluu:

1. TTogymaii, mpex e 4em 4To-TO MyOJUKOBATh U MepeIaBaTh y ce0s B
0Jiore UK B COI[MATIBLHOM CETH;

2. B Hactpoiikax npoQuiis yCTaHOBH OTPaHHYEHHUS HA MPOCMOTP
TBOETO MPOQHIISI U €TO COAEPKUMOTO0, CENal €ro TOJIBKO "1jIs npy3en";

3. He pa3Meinaii u He yka3biBail “HGOpMAIHIO, KOTOPasi MOXKET KOTO-
100 OCKOPOISATH WK OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE IIKOJABHUKA - AaKTUBHbBIE IMOJb30BaTEIN LU(POBOTO
npoctpaHcTBa. OJHAKO [JAjleKO HE BCE 3HAKOT, YTO IOJb30BAHWE MHOTHMH
BO3MOXHOCTSIMU ~ LUPpoBOro mMupa TpedyeT coOmoAeHHs TpaB  Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

Tepmun "uHTEIEKTYa bHAsE COOCTBEHHOCTH' OTHOCHTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO0 YMa, HAUYMHAs C HOBBIX M300PETEHHM M 3HAKOB,
0003HaYaIOIINUX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHUMBAasi KHUTaMH,
dotorpadusimMu, KHHOQUIbMAMHU U MY3bIKAJIbHBIMU TPOU3BEICHUSIMU.

ABTOpCKHE IpaBa - 3TO MpaBa HAa UHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BEACHUS HAYKH, JTUTEPATYpPbl U UCKYCCTBA. ABTOPCKUE ITPaBa BBICTYNAIOT
B Kau€CTBE rapaHTUH TOr0, YTO UHTEJUIEKTYaIbHBIA/TBOPUECKUIN TPY/ aBTOPA HE
OyIeT HampacHbIM, JacT €My CIpaBeIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOETO TpyJa, MOJYyYUTh M3BECTHOCTh W mpu3HaHue. Hukrto Oe3
pazpenieHuss aBTOpa HE MOXET BOCIPOM3BOAUTH €ro  IMPOHU3BEICHUE,
pactpoCTpaHsTh, MyOJUYHO JEMOHCTPUPOBATh, MPOAABATH, WMIIOPTUPOBATH,
yCKaTh B IPOKAT, MyOJIUYHO WCIIOJIHSTH, IOKA3bIBATh/UCIIONHATE B 3(pHUpe WiH
pasmewars B IHTEepHeTE.

Hcnonb3oBanue '"muparckoro" mporpaMMHOIo o0O€CTICYeHHUs MOXKET
OPUBECTH K MHOTMM pPHCKaM: OT IOTEPH JAHHBIX K TBOMM akKKayHTaMm J0
OJIOKMPOBKH TBOETO YCTPOMCTBA, IJIe yCTAaHOBJIEHA HeJlerajibHast mporpamma. He
CTOMT TaKKe 3a0bIBaTh, UTO CYLIECTBYIOT JIETAlIbHbIE U OECIIaTHBIE TPOTrPaMMBI,
KOTOpBIE MOKHO HAalTH B CETH.
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